CI@OF'ylp go.clearlyip.com

Multi-PBX VolP Management: Technical
Strategies & Best Practices

Published April 4, 2025 60 min read

- MANAGEMENT:

—— TECHNICAL STRATEGIES
& BEST PRACTICES

YWolP

Managing Multiple PBX VolP Service
Providers: A Comprehensive Technical Guide

Introduction

Managing an enterprise voice infrastructure with multiple PBX (Private Branch Exchange) VolP
service providers is a complex undertaking that requires careful planning and technical expertise.
Organizations often adopt multi-PBX or multi-carrier environments for reasons such as redundancy,
cost optimization, geographic coverage, or merging of disparate phone systems. In these scenarios,
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IT managers, VolP engineers, and telecom consultants must integrate on-premises PBXs, cloud-
based phone systems, and hybrid configurations into a cohesive network while ensuring consistent
call quality, security, and reliability. This report provides an in-depth examination of strategies and

best practices for managing multiple PBX VolP systems and carriers. Key topics include
architectural designs for multi-PBX integration, SIP trunking and interoperability challenges, call
routing and number management across carriers, failover and QoS techniques, security
considerations, centralized monitoring, vendor management and SLAs, cost optimization, and real-
world examples. Throughout, we reference industry standards (like SIP RFCs and ITU
recommendations), vendor documentation (Cisco, Asterisk, Twilio, etc.), and white papers to
provide authoritative guidance.

Architectural Considerations for Integrating Multiple PBX VolP
Systems

Integrating multiple PBX systems — whether they are on-premises IP-PBXs, cloud-hosted UCaaS
platforms, or a hybrid of both — demands a robust architecture that can seamlessly interconnect
these systems and interface with multiple external voice carriers. Key architectural goals include
unifying communication between disparate PBXs, sharing trunk resources, and providing a central
control point for call routing and security.

On-Premises and Multi-Site PBX Integration: In a multi-site enterprise with several on-premises
PBXs (possibly from different vendors), a common approach is to interconnect the systems via SIP
trunks over an IP network. This allows extension-to-extension dialing between sites, shared use of
trunk lines, and centralized management. Establishing a secure IP network (often a VPN or MPLS)
between PBX locations is critical to carry internal VolIP traffic privately and reliably. For example,
multiple offices each with their own IP PBX can be linked so that internal calls are routed over the
corporate WAN instead of the PSTN, eliminating inter-office toll charges and enabling features like
extension dialing and voicemail integration across sites. In such designs, one PBX may act as a hub
or each PBX may peer with every other via SIP trunks. A unified dialing plan must be implemented so
that each PBX knows how to reach extensions or external numbers via the other systems. If the
PBXs are from different vendors (e.g., one office using Cisco CUCM and another using Avaya Aura),
SIP trunk interoperability must be verified, or a gateway may be used to translate between any
proprietary signaling differences. In some cases, legacy PBXs (TDM-based) might be involved -
these can be integrated via VolP gateways that convert between SIP and legacy protocols, though a
long-term strategy would be to migrate fully to IP-based PBXs for simpler multi-site integration.
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Cloud and Hybrid PBX Configurations: Modern enterprises increasingly use cloud PBX services

(hosted VolP/UCaaS). alongside or in place of on-prem systems. In a hybrid PBX scenario, an

organization may retain an on-premises PBX at certain sites (for example, where specific analog
devices or custom integrations exist) while moving other users or locations to a cloud provider. To
integrate on-prem and cloud PBXs, SIP trunking is typically used as the bridge. Many cloud
telephony providers support a hybrid model wherein a SIP trunk (often called “Bring Your Own PBX"
or similar) connects the on-prem PBX to the cloud platform. This allows calls to flow between the
on-prem system and cloud users as if they were on one network. For instance, RingCentral's Cloud
Connector is described as “a hybrid PBX solution that allows you to continue taking full advantage
of your existing on-premise PBX while partially moving to the cloud,” enabling phased migration by
interconnecting the on-prem PBX with the cloud via SIP trunking (Source: ringcentral.com)(Source:
ringcentral.com). Such a setup lets on-prem and cloud users dial each other through free on-net
internal calls, and it preserves investment in existing PBX hardware while gradually adopting cloud
features (Source: ringcentral.com)(Source: ringcentral.com). Microsoft Teams Direct Routing and
Zoom Phone Peering are other examples where a cloud UC platform connects to an enterprise
SBC/PBX through SIP trunks, achieving similar hybrid connectivity. When designing a hybrid
architecture, consider where call routing decisions will be made (on-prem PBX, cloud PBX, or a
dedicated session controller) and ensure numbering plans and feature sets are harmonized (e.g.,
voicemail, presence, etc., might need integration).

Role of Session Border Controllers (SBCs) and SIP Proxies: A central element in many multi-
provider architectures is the Session Border Controller or SIP proxy server that acts as an
intermediary between internal PBX systems and external service providers. An SBC or SIP proxy
(such as a Cisco Unified Border Element or open-source Kamailio/OpenSIPS) can aggregate multiple
trunk connections and provide a unified interface to the PBXs. This adds a layer of abstraction:
internally, PBXs send calls to the SBC, which then routes them out to the appropriate provider (and
vice versa for incoming calls). Using an SBC/proxy offers several advantages:

e Protocol Interworking: The SBC can normalize SIP signaling differences between various PBXs
and carriers, resolving interoperability issues (for example, differences in SIP header
expectations or codec mismatches).

o Simplified Architecture: Instead of configuring each PBX with multiple trunk connections to
different providers and possibly to each other, each PBX can connect to the SBC, which in turn
manages all external trunks. This reduces complexity on the PBXs and centralizes trunk
management.
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e High Availability and Scalability: Multiple SBC instances can be deployed in a cluster for
redundancy, ensuring calls can failover between them. Cisco’s design for scalable SIP trunks
uses a Cisco Unified SIP Proxy (CUSP) paired with a pool of CUBE SBC routers to federate calls
across multiple trunk providers, allowing additional SBCs to be added as demand grows without
requiring reconfiguration of the PBXs or providers.

e Policy and Routing Control: The proxy can maintain routing tables or dial plans that determine
which provider to use for each call, enabling intelligent call routing (e.g., least-cost routing or
geographic routing) from a central point.

Figure: Example multi-provider VoIP architecture — A pair of SIP proxy servers (Cisco CUSP in this
case) route calls between an internal call control (CUCM cluster) and two external SIP trunk service
providers via multiple SBCs (CUBEs). This design provides redundancy (active-active proxies and
SBCs) and flexible call routing to different carriers.

In the architecture illustrated above, the enterprise has connections to two separate SIP trunk
service providers (SP1 and SP2). Two SIP proxies (cusp1 and cusp2) are deployed in an active-
active configuration to ensure high availability. Each proxy is aware of multiple SBCs that interface
with the internal communications manager and the providers. The service providers send calls to
the primary proxy (cusp1) and fail over to the secondary (cusp?2) if needed, ensuring inbound call
resiliency. Outbound calls from the enterprise are routed by the proxy according to policy: for
example, certain destinations might be routed via Service Provider 1 vs. Service Provider 2 based on
cost or quality. This centralized routing approach means the enterprise can have multiple service
providers and even multiple proxies/SBCs in a scalable, federated design. Architectural
considerations here include deploying the proxies/SBCs in geographically separate locations for
disaster tolerance, ensuring each PBX or call server can reach the proxies over reliable networks,
and synchronizing configuration (such as dial plans and access control) across the cluster of
SBC/proxy devices.

In summary, the architecture for a multi-PBX, multi-provider environment often incorporates a
layered approach: internal PBX integration (linking multiple PBXs over IP with a unified dial plan),
and external trunk aggregation (using SBCs or proxies to manage multiple carrier connections).
On-premises, cloud, and hybrid PBXs can all be part of this environment, but they should be tied
together by well-defined SIP trunk interfaces and a central routing logic. Properly designed, this
architecture yields a flexible and resilient telephony network that can route calls via the best path
available, tolerate component failures, and adapt to future expansions or provider changes.
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Interoperability Challenges and SIP Trunking Strategies

When integrating multiple PBXs and connecting to various SIP trunk providers, interoperability is a
foremost concern. SIP (Session Initiation Protocol) is the de facto signaling protocol for VolP
trunking, defined by IETF RFC 3261, but in practice not all implementations of SIP are identical.
Different PBX vendors and service providers may have slightly different interpretations, supported
features, or required settings, which can lead to mismatches. Managing multi-provider environments
requires strategies to handle these interoperability challenges.

Variations in SIP Implementations: One common issue is that equipment from different vendors
may not “speak” SIP in exactly the same way. As No Jitter notes, “interoperability issues also arise
from tweaks to the standard SIP implementation by OEMs, IP PBXs that are not fully patched, ana
special gateway devices.”. For example, one PBX might include proprietary SIP header fields or
expect certain message sequences that a carrier's SBC doesn’t handle by default. Codecs can be
another point of incompatibility: a provider might only support G.729 or G.711, whereas an internal
system might default to wideband codecs - if not negotiated properly, calls could fail or downgrade
in quality. Similarly, DTMF transmission (in-band vs. RFC 2833 out-of-band) and fax support (T.38
vs passthrough) are areas to verify between each PBX-provider pair.

Certification and Supported Configurations: To mitigate these issues, enterprises should consult
compatibility lists and configuration guides provided by both PBX vendors and SIP providers. Many
ITSPs (Internet Telephony Service Providers) publish lists of IP-PBX models and versions they have
certified interoperability with. For instance, a major carrier might certify specific versions of Cisco,
Avaya, Mitel, etc. as tested with their trunking service, often under programs like “SIP Connect” or
through SIP Forum's SIPconnect standards. Indeed, the SIP Forum's SIPconnect Technical
Recommendation provides an industry-standard approach for direct IP peering between IP PBXs
and VolP service provider networks (Source: sipforum.org). Ensuring that your PBX or SBC and the
provider both adhere to SlIPconnect guidelines (currently version 2.0) can greatly reduce
interoperability problems, as this standard defines the expected behavior for SIP registration, INVITE
handling, error codes, security, and more. Enterprises should ask providers about their support for
SIPconnect and request documentation on any special SIP parameters needed in the PBX trunk
configuration.

When using multiple providers, it's wise to standardize on an enterprise SBC or SIP gateway as
the normalization point. As mentioned earlier, an SBC can be configured with custom SIP header
manipulation rules, protocol fixes, and interworking logic so that each connected PBX and carrier
can communicate smoothly. For example, if one provider expects a SIP REFER for call transfers but
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the PBX sends re-INVITE, the SBC might intercede to translate or handle it. This shields the PBXs
from the peculiarities of each provider — the PBX always talks to the SBC in a consistent way, and
the SBC "“speaks" the appropriate dialect to each provider. Using such a mediation device is a
common strategy for multi-provider environments and is often necessary when integrating different
PBX brands. In community forums, experts frequently recommend using a dedicated SIP proxy like
Kamailio or OpenSIPS for complex trunk routing rather than relying on a basic PBX to handle
numerous trunks. These proxies are built to handle multiple concurrent SIP connections and can be
scripted for custom routing logic, providing a powerful toolset for interoperability (e.g., they can
perform header adjustments, NAT traversal, and load balancing).

Mixed Equipment Environments: Running multiple PBXs from different vendors (“mixed
equipment”) introduces further complexity. As one industry source notes, “one of the biggest risks
for SIP interoperability issues can arise from the use of mixed equipment”, especially if the devices
haven't been extensively tested together (Source: atlantech.net). Successful integration of say, a
Cisco and an Avaya system, is certainly possible but may require software updates, additional
gateway hardware, or vendor support to tweak configurations (Source: atlantech.net). To avoid
pitfalls, it's recommended to:

e Engage in thorough lab testing of all PBX—provider combinations before production rollout. Set
up test calls for all call scenarios (internal, inbound/outbound external, transfers, conferencing,
etc.) to identify any incompatibilities.

e Coordinate with providers and utilize their support resources. Providers often have solution
engineers who can assist in adjusting SIP settings (like enabling/disabling SIP ALG on their side,
or adjusting timer values) to improve compatibility. If a certain PBX is not officially supported,
ask if they can perform an interoperability test or if any customers have successfully used that
PBX with their service.

e Keep PBX firmware and software up-to-date. Many SIP issues are resolved in software patches
once vendors discover them. An unpatched IP-PBX can have known SIP bugs that cause
interoperability failures.

e Use gateways or adapters where needed. In some cases, an analog or digital gateway (or a
SIP-to-SIP protocol translator) can isolate differences. For example, if a legacy PBX only
supports H.323 or QSIG PRI, a gateway could convert that to SIP for the provider, or if a PBX's
SIP stack is too limited, an SBC could essentially re-terminate the SIP signaling.

SIP Trunking Strategies: Given the above challenges, a strategic approach to SIP trunking in a
multi-provider setup is crucial:
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e Favor standards-based trunking: Choose providers that follow open standards and have
broad compatibility. Adhering to SIPconnect recommendations and ITU E.164 numbering format
(discussed later) ensures a baseline of interoperability.

e Implement dial plan normalization: Each PBX might have its own dial plan (for example, one
might require dialing 9 for an outside line, another might use E.164 formatting). Use
transformation rules on the SBC or within the PBXs to normalize numbers to a single format
before routing to providers. This avoids issues where a provider expects international format
but the PBX sends a 7-digit number, etc.

¢ Maintain clear documentation of all trunk configurations: list which codecs are enabled, which
side initiates registration (if any), IP addresses, ports, encryption methods, heartbeat intervals,
etc., for each provider. This makes troubleshooting easier when issues arise.

o Test failover between providers regularly (more on this in the next section). Sometimes
interoperability issues only surface during failover scenarios (e.g., if an alternate route uses a
different codec or if credentials are different).

e Consider engaging in SIP interoperability forums or communities (like SIP Forum events,
vendor user groups, etc.) where you can learn from others’' experiences and possibly find
configuration templates for your specific PBX-provider combinations.

In summary, interoperability in multi-PBX, multi-carrier environments can be managed through
adherence to standards, use of intermediary SBCs to normalize communications, thorough testing,
and close collaboration with vendors. By anticipating differences in SIP implementations — from
message formats to codec support — and deploying the right tools and configurations, enterprises
can achieve reliable interoperation across all their voice components.

Call Routing and Number Management Across Multiple
Carriers

One of the key advantages of engaging multiple VolP service providers is the flexibility to route calls
in an optimal way. However, it introduces complexity in call routing logic and telephone number
management. An organization must carefully design how calls are directed to each provider and how
numbering plans are handled to ensure consistency and cost-efficiency.
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Outbound Call Routing Strategies: In a multi-carrier scenario, outbound call routing can be based
on various criteria such as cost (least cost routing), call type, destination geography, or load
balancing. Least Cost Routing (LCR) is commonly used by enterprises to minimize telecom
expenses: the idea is to automatically select the provider that offers the lowest rate for a given call
destination (while meeting quality requirements). For example, one ITSP might have cheaper rates
for international calls to Europe, while another offers better rates domestically. If both trunks are
available, the system should route European calls via the first and domestic calls via the second to
save money. As Cisco's documentation notes, “SIP trunk service providers can offer plans that
charge different call cost rates depending on the destination and time of day. When this is the case,
you can route calls to the service provider accordingly to take advantage of the lowest rate.”. This
typically involves maintaining a routing table or dial plan that maps number prefixes (e.g., country
codes or area codes) to the preferred provider for that prefix, possibly with time-of-day overrides
(for instance, if a provider has peak/off-peak pricing). Modern IP-PBX systems and SBCs often have
built-in support for LCR or can be integrated with external least-cost routing engines or billing
systems that update routes dynamically.

Another consideration is geographical routing and regulatory routing. Some providers might only
be licensed to carry certain types of traffic (e.g., 911 emergency calls, or calls in specific countries).
Enterprises may route 911 calls through a specific local provider to ensure proper emergency
services handling, even if that provider isn't the cheapest for other call types. Similarly, companies
with global offices might use regional trunk providers for local outbound calls in each region (to
benefit from local presence and regulations), with a centralized dial plan determining that, say, calls
from the European office go out via the European SIP carrier, but can failover to a U.S. carrier if
needed.

Dial Plan and Numbering Unity: When multiple PBXs and providers are in play, maintaining a
unified dialing plan is critical to avoid chaos. All users should be able to dial internal and external
numbers in a consistent format regardless of location or underlying provider. Adopting the
international E.164 numbering format internally is a best practice - i.e., storing and routing numbers
with a + format. The ITU E.164 standard ensures each phone number is globally unique and routable
(Source: twilio.com). As Twilio’s guide explains, E.164 is “the international telephone numbering plan
that ensures each device on the PSTN has a globally unique number”, and using it allows calls to be
correctly routed worldwide (Source: twilio.com)(Source: twilio.com). Enterprises often implement an
internal normalization so that when a user dials a local number, the PBX converts it to +E.164 format
before routing. This simplifies handling by the routing logic: for example, the dial plan can match
"+44" to route all UK numbers out via a specific carrier, etc., without having to account for every
dialing variation.
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For inbound calls, number management becomes the focus. An organization might have phone
numbers (DIDs) purchased from multiple carriers. It's important to ensure these numbers are
correctly mapped to the right destinations internally. Commonly, each DID will terminate on a
particular PBX (or even a particular extension or call queue). In a multi-PBX environment, you may
need a central management of DIDs to avoid overlaps or confusion — one way is to split ranges of
numbers per PBX or site. For instance, you can decide that all numbers in a certain range belong to
the cloud PBX, whereas another range belongs to the on-prem PBX, and configure the SBC/proxy
accordingly. The SBC can be set up to receive all inbound SIP calls from any provider and then route
them to the appropriate PBX based on the called number pattern.

Handling Number Portability: If you have overlapping service providers, there may be scenarios
where the same telephone number could be reachable via multiple routes (for example, if you port a
number from one carrier to another but temporarily maintain both for transition). Generally, a given
DID will be assigned to only one provider at a time, but during migrations or failover conditions,
number portability comes into play. Enterprises should maintain documentation of which provider
holds which numbers and have procedures for porting numbers between carriers when changing
services. Regulatory rules often govern porting (for example, in the US, numbers can be ported in 1-
2 business days for VolP), so planning is required if you intend to shift traffic. Also, when using
multiple providers, ensure that outbound calls present a caller ID number that the respective
provider is authorized to send. Many carriers will block calls that have a caller ID (CLI) not owned by
them (to prevent spoofing). If your users can call out via Provider A or B, you may need to either
standardize on presenting a main number or ensure each user's number is registered/verified on all
providers used. This is an often-overlooked aspect of number management in multi-carrier setups.

Route Failover and Priority: In designing the call routing, you should assign priorities or sequence
to carriers for each call type. For example, your dial plan might say: primary route for destination X is
Provider 1, secondary is Provider 2. If Provider 1's trunk is down or returns a failure (SIP 503 Service
Unavailable or similar), the call should automatically attempt via Provider 2. Implementing such
failover requires the PBX or SBC to recognize failures and have alternate routes. Many systems allow
multiple trunks to be grouped or listed in order for outbound calls; if not, a sophisticated SBC
routing script may be needed. Testing these failover scenarios is crucial (e.g., disable the primary
trunk and ensure calls reroute to backup). We'll discuss more on failover in the next section, but it's
inherently tied to call routing design.

Managing Internal Extension Conflicts: In multi-PBX networks, it's also important to manage
extension numbering to avoid overlap. If one PBX uses 4-digit extensions 1000-1999 and another
also uses the same range, you have a conflict when trying to enable inter-PBX dialing. Solutions
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include renumbering one system, or using prefixes (e.g., dial 8 + extension to reach PBX B from PBX
A). Ideally, plan a global extension plan where each site or system has its own block of numbers.
This can be integrated with your external numbering: for instance, if a user’s extension is the last 4
digits of their DID, ensure those are unique across the organization. This way, internal dialing can be
made to mimic external DIDs or vice versa.

Example: Suppose a company has two SIP providers and an internal SBC. They implement a rule
such that:

e All international calls (starting with +011, for example) go out via Provider A, except calls to
Canada which use Provider B (maybe Provider B offers free Canada calling).

e All toll-free 1-800 numbers are routed via Provider B because Provider A doesn't support toll-
free termination.

e Emergency 911 calls are routed to a local gateway or specialized provider if required by law
(some jurisdictions require 911 to go to a local PSAP gateway).

¢ Inbound calls from either provider are accepted, and the SBC uses an internal routing table to
send the call to the appropriate PBX based on number. If a number isn't recognized, a default
route could send it to a main IVR on a primary PBX to handle misdials or new numbers.

By clearly mapping out these routing policies and implementing them in a central place (like an SBC
or in a well-coordinated set of PBX dial plans), the organization can maximize the benefits of
multiple carriers. They can achieve cost optimization by leveraging the best rates (we will cover
more in the cost section) and resilience by having alternate routes. The use of E.164 formatting and
a cohesive dial plan ensures that numbers are managed consistently, preventing misrouting and
administrative confusion.

Failover, Redundancy, and Quality of Service (QoS)

Using multiple PBX systems and carriers naturally lends itself to improving reliability — if one system
or provider fails, others can pick up the slack. However, to realize this benefit, you must deliberately
design for failover and redundancy. Additionally, maintaining high voice quality across providers and
networks is essential, which brings QoS considerations to the forefront.
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Carrier and Trunk Failover: In a single-provider setup, a failure of that SIP trunk (or the provider
network) can bring down voice service. With multiple providers, you have the opportunity to
implement carrier-level failover. This can work in two directions:

e Outbound failover: If a call attempt via Provider A fails (due to a trunk outage, capacity issue,
etc.), the PBX or SBC should automatically retry the call via Provider B. Most enterprise SBCs
and PBXs support configuring multiple outbound routes. For instance, in Cisco CUBE one can
define trunk groups or hunt lists — if the primary dial-peer fails to respond, the call is sent to the
next dial-peer (secondary provider). Similarly, Asterisk/FreePBX allow multiple trunks in an
outbound route (so if the first returns an error code, the next is attempted). It's important to
tune the retry logic - e.g., limit the number of re-invites and set short timeouts — so failover
happens quickly without long post-dial delays. As one engineer noted for Cisco SBCs, reducing
invite retries and using OPTIONS pings to detect down trunks can speed up failover.

¢ Inbound failover: Here the onus is largely on the providers. You would typically configure both
providers to be able to deliver calls to your system and advertise your number ranges on both
(or have one as a backup for certain numbers). For example, you might have a primary DID
provider, but if your SIP proxy is unreachable or returns a failure, you have arranged for the calls
to be routed through another provider. Some providers support active-active inbound routing
using DNS SRV records: you publish DNS records for your SIP domain that list multiple targets
(SBCs) with priorities. Providers will automatically failover to the secondary if the primary is
down. In the multi-provider Cisco design referenced earlier, the service providers themselves
were aware of two SIP proxy IPs (cuspl1 and cusp2) and would route to the secondary if the
primary didn't respond. Implementing inbound failover might require both providers to have
knowledge of your DID mappings; another approach is using a cloud-based failover service -
for instance, a service that monitors your SIP trunk health and switches DNS or forwards calls to

an alternate trunk in case of failure.

At the infrastructure level, ensure that your SBCs or PBXs are redundant too. If you have one SBC
on-site, consider deploying a second one (and ideally, have them in high-availability pair or at least
use DNS round-robin). If you rely on an on-prem PBX, a standby instance or a quick cloud backup
might be valuable. The goal is to eliminate single points of failure: multiple carriers won't help if all
calls still funnel through one piece of hardware that can fail. Geographic redundancy is also a
consideration — for instance, place SBCs in different data centers so that even a site-level outage
doesn’t cut off all providers.
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Network Redundancy and QoS: Voice quality is extremely sensitive to network conditions -
latency, jitter, and packet loss can all degrade a call. Quality of Service (QoS) mechanisms must be
in place across the network to prioritize voice packets, especially when sharing networks with data
traffic. Key QoS guidelines for VolP include:

e Latency (one-way delay) ideally < 150 ms. According to ITU-T G.114, one-way voice latency
should not exceed 150 ms to avoid conversational difficulties. Round-trip delays above ~250 ms
become noticeable to users.

e Jitter (delay variation) < 30 ms. Cisco recommends that jitter on voice traffic be no more than
30 ms; beyond this, the variation can cause choppy audio (Source: nextiva.com). Jitter buffers
in phones/SBCs can smooth out minor jitter, but excessive jitter leads to dropped packets or
out-of-order delivery that hurts call quality (Source: nextiva.com)(Source: nextiva.com).

e Packet loss < 1%. Even small amounts of packet loss can affect voice (since voice uses UDP
with no retransmission). A general target is to keep packet loss below 1% for VolP. Many
designs strive for much lower (e.g. 0.1%) on managed networks, but the public Internet may see
higher. Concealment strategies in codecs can mask very low loss, but above 5% loss, speech
becomes very broken.

To achieve these targets, enterprises should enable QoS tagging and prioritization on their
networks. Voice media packets (RTP) are typically marked with DSCP EF (Expedited Forwarding,
value 46) which corresponds to high priority egress queues on routers. Call signaling (SIP
messages) is often marked with CS3 or AF31 (a lower priority than voice media but still above best-
effort). Network equipment (switches, routers) must be configured to honor these markings and
provide adequate bandwidth for voice. For instance, on a LAN, using voice VLANs and “trusting” the
QoS markings from IP phones ensures that voice traffic is separated and prioritized (Source:
cisco.com). Over WAN links, techniques like RSVP or simply provisioning sufficient dedicated
bandwidth for VoIP can be used.

If your voice traffic goes over the public Internet to reach a cloud PBX or SIP provider, you can't
control all intermediate hops, but you can still prioritize traffic leaving your network and perhaps
choose ISPs that offer QoS or low-latency routes. Many enterprises now use SD-WAN technologies
that can do things like dynamic path selection — for example, if one internet link becomes jittery, the
SD-WAN can failover voice traffic to another link in real-time. Redundant internet or MPLS links thus
contribute to maintaining call quality under varying conditions.

Below is a summary of typical VolP quality metrics and acceptable thresholds:
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QUALITY METRIC

Latency (one-way)

Jitter

Packet Loss

Mean Opinion Score
(MOS)

Call Setup Success
Rate (CSSR) /
Answer-Seizure
Ratio (ASR)

Post-Dial Delay (Call
Setup Time)

SIGNIFICANCE

Delay for voice packets (mouth-to-
ear). High latency causes echo and
talk-over issues.

Variation in packet inter-arrival time.

Causes uneven audio playback if
too high.

Percentage of voice packets lost in
transit. Leads to audio gaps.

Subjective voice quality score
(1=bad, 5=excellent) derived from
network metrics (via R-factor).

Percentage of call attempts that
successfully connect. Low values
may indicate trunk failures or
routing issues.

Time from call initiation to ringback.

Can be affected by routing or

failover.

go.clearlyip.com

TYPICAL TARGET | THRESHOLD

< 150 ms one-way (per ITU G.114)
(approximately < 300 ms round-trip).

< 30 ms (Source: nextiva.com). Jitter
buffers can hide minor variability, but
>30 ms can degrade quality.

< 1% (Source: scribd.com) (ideally
much lower). Even 1-3% can mildly
affect quality; >5% severely impacts
audio.

> 4.0 on MOS scale for toll-quality
voice. A MOS below ~3.5 indicates
noticeable quality problems.

ASR > 90% for enterprise dial-outs
(varies with call type). Investigate if
significantly lower on one provider
than another.

Typically < 5 seconds for domestic
calls. Multi-provider routing should
not add more than 1-2 seconds on
average.

Table: Key voice quality and performance metrics to monitor in a multi-provider VolP environment,
with typical acceptable ranges.

To maintain these quality levels, continuous monitoring is required (covered in the next section).
Real-time protocols like RTP do not retransmit lost packets, so prevention is the only cure: a well-
engineered network with QoS and redundancy will minimize latency, jitter, and loss.

Redundancy in Design: Beyond trunks and network, consider power redundancy (UPS for PoE
switches powering IP phones, redundant power supplies on SBCs) and server redundancy
(clustering or virtualization that allows rapid spin-up of a replacement PBX instance). If using cloud
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PBX services in parallel with on-prem, one could even have an arrangement where if the on-prem
PBX fails, users register to a cloud PBX as a backup (this requires some beforehand setup and
possibly keeping a pool of spare licenses in the cloud service). Similarly, with multiple providers, you
might keep some idle capacity in the backup trunks to handle the full load if needed. Balance
redundancy with cost: it's common to size the secondary carrier to handle, say, 50% of the peak
load if the probability of both carriers failing at once is deemed very low; during a primary outage,
you might prioritize critical call types on the backup.

Active-Active Load Balancing: In some cases, rather than pure active/standby failover, enterprises
use both (or all) carriers actively to distribute traffic (load balancing). This can be beneficial if you
want to utilize the capacity you are paying for on all links, and it also keeps both paths “warm” and
tested. For instance, you might send 70% of traffic through Provider A and 30% through Provider B
normally, but can ramp B to 100% if A fails. Load balancing might be manual (static configuration of
percentage distribution) or dynamic (based on current usage or performance metrics). Some cloud
providers facilitate this by allowing multiple SIP endpoint URIs for trunking — e.g., Twilio Elastic SIP
Trunking lets you configure multiple termination URIs and will distribute calls across them in round-
robin or failover order. If implementing active-active, ensure both providers are equally trusted for
quality, and be prepared for more complex troubleshooting since calls are going different routes at
different times.

In summary, multi-provider environments can significantly boost reliability and voice quality if
designed properly. Use the multiplicity of providers for failover by implementing automatic rerouting
of calls when failures occur, and leverage multiple network paths to mitigate outages. At the same
time, enforce rigorous QoS policies to keep call quality high, and monitor the network so that latent
issues (like increasing jitter or occasional packet loss) are caught and addressed before they
become noticeable to end users.

Security Implications and Solutions in Multi-Provider
Environments

Security is a paramount concern in any voice system, and having multiple PBX systems and external
service providers increases the attack surface and complexity of security management. In a multi-
provider VolP environment, one must secure the links between enterprise PBXs and each provider,
protect the PBXs and SBCs from malicious attacks, and ensure compliance with security best
practices across all platforms.
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Secure Trunking (Encryption and Authentication): Whenever possible, use encrypted SIP
signaling and media on trunks to providers. Many carriers support SIP over TLS (for signaling) and
Secure RTP (SRTP) for voice encryption. This prevents eavesdropping or tampering with calls over
the public internet. If Provider X does not support TLS/SRTP, traffic to them will be in the clear - in
that case, consider using a VPN or private circuit to connect to that provider. For example, some
enterprises establish an IPsec VPN tunnel to each cloud VoIP provider's SBCs for trunk traffic,
especially if dealing with sensitive communications. Each additional provider means another set of
connections that need securing; maintaining a consistent security posture (e.g., always encrypt
voice traffic) across all providers is ideal.

Authentication is also critical: providers typically authenticate your PBX/SBC either by IP address
(allowing calls from your fixed IPs) or by SIP credentials (username/password). IP-based
authentication is common for enterprise SIP trunks; if used, make sure your SBC only accepts traffic
from the provider’s IP ranges to prevent spoofing. Also, lock down your own outbound rules so that
only authorized systems can send calls to the provider (to avoid an internal compromised device
from making fraudulent calls). If using SIP registration with credentials, use strong passwords and
TLS to avoid credential interception.

Firewall and Topology Considerations: Each provider connection will require firewall openings
(e.g., allowing SIP traffic from the provider’'s servers and RTP from their media gateways). With
multiple providers, you'll have a broader set of IP ranges to permit. Keep these as narrow as possible
(providers usually supply a list of IPs or domains). It's recommended to place an SBC in a DMZ and
only allow SIP/RTP to that SBC, not directly to the internal PBXs. The SBC can then pass traffic to
internal PBXs on a separate interface. This “zone" approach means the internal systems are not
directly exposed to the internet or to any provider — they only talk to the SBC, which acts as a
security sentinel (performing topology hiding, protocol validation, etc.).

SIP Attack Mitigation: Multi-provider setups are just as vulnerable to common VolP attacks like toll
fraud, SIP scanning, and Denial of Service (DoS). In fact, having multiple trunks might seem to an
attacker like multiple avenues to attempt exploitation. Deploying intrusion detection/prevention
specific to SIP is advisable. Many SBCs have built-in defenses: they can detect SIP flooding or
malformed packets and block offending IPs. They can also enforce rate limits (to prevent brute-
force attacks on SIP credentials, for example). Ensure that any default accounts or passwords on
PBXs are changed and that administration interfaces are not accessible from untrusted networks.

Toll Fraud Prevention: This is the scenario where attackers hijack your system to make long-
distance or premium-rate calls at your expense. With multiple providers, an attacker might try each
trunk to find one that's misconfigured. Strategies to mitigate fraud include:
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e Lock down dialing rules: If your business doesn’t need to call certain high-risk country codes or
premium numbers, explicitly block those in the PBX dial plan. Each PBX and provider should
have outbound call restrictions as appropriate.

e Set up alerts for unusual call patterns: sudden spikes in call attempts, especially after hours or
to expensive destinations, should trigger alarms. Some providers offer fraud monitoring tools
that can alert or auto-block if usage goes out of norm.

e Use account codes or PIN codes for especially costly call types if feasible (e.g., require a code
for international dialing, to prevent unauthorized use).

e Have clear contracts with providers on liability for fraudulent calls and possibly spend limits or
real-time notification features.

Multi-Provider Identity and STIR/SHAKEN: A newer security aspect is the STIR/SHAKEN
framework for caller ID authentication, designed to combat caller ID spoofing and robocalls. When
you use multiple carriers, ensuring your outbound calls are properly signed with an “A” attestation
can be challenging. As a Neustar whitepaper points out, enterprises using a single carrier usually
get full (A-level) attestation for their calls, because the carrier can vouch for the number'’s
ownership. But “most organizations have complex architectures where there are multiple carriers
involved in the process to connect their outbound calls”, especially those using LCR across
providers (Source: cdn.neustar). In these cases, no single carrier sees the whole picture of call
origination, leading to an "attestation gap” (Source: cdn.neustar)(Source: cdn.neustar). Some calls
might only get B or C attestation or even be flagged as potential spam if the signing isn't done
correctly. To address this, enterprises might:

e Coordinate with each provider to ensure the numbers you use through them are properly
registered in their origin databases.

e Consider deploying an enterprise STIR/SHAKEN solution (some SBC vendors offer the ability to
sign calls at the enterprise level, though regulatory frameworks are evolving to allow this).

e Be aware that if you use one provider to send a caller ID that belongs to another provider, it may
come through as lower attestation. It might be better to send each call out through the provider
that owns the caller ID's number block to get the highest attestation, even if that's not the least-
cost route. This is a new trade-off between call deliverability/trust and cost that enterprises
have to consider in the STIR/SHAKEN era.
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Segmentation and Access Control: Internally, segment your voice infrastructure. For example, IP
phones and PBXs on separate VLANSs, with only required communications allowed. This limits the
spread of any malware or misconfiguration. Multi-tenant systems (if you as an enterprise or MSP
host multiple PBX instances for different clients) should be isolated from each other.

Secure Monitoring and Administration: With multiple systems, it's easy to have a mix of admin
interfaces (web GUIs for a cloud PBX, SSH to an SBC, etc.). Enforce secure access: use VPN for
management access, use strong authentication (MFA if possible) for cloud portals, and log all
administrative changes. Keep an inventory of all trunks, accounts, and keys across providers — so if
an employee who knew the credentials leaves, you can change them, etc.

Encryption of Voice Data at Rest: If calls are recorded or logs stored, each provider may handle
that differently. Ensure that call recordings or voicemail stored in any cloud provider's system are
encrypted if they contain sensitive info, or that you've downloaded and stored them securely on-
prem if needed. Also verify that each provider's privacy and security measures meet your
compliance requirements (for instance, HIPAA for healthcare calls — some providers offer HIPAA-
compliant services with BAASs).

In a nutshell, multi-provider VolP environments require a defense-in-depth approach: encrypt
what you can, authenticate everything, restrict access tightly, and monitor continuously. Each
provider link should be treated as an untrusted network — even if it's a reputable carrier, you're going
over the internet or a shared network — so use TLS/SRTP or VPN tunnels. Each PBX or voice server
must be hardened since a breach on one can be leveraged to route calls over any connected
provider. By adhering to best practices and utilizing SBCs/firewalls as protective barriers, an
enterprise can securely reap the benefits of multiple VolP providers without opening the door to
attackers or fraud.

Centralized Monitoring, Analytics, and Troubleshooting

With multiple PBXs and service providers in play, keeping an eye on system performance and
quickly diagnosing issues becomes more challenging — and more crucial. A centralized monitoring
and analytics strategy will help ensure that you can detect problems early, pinpoint the source of
issues (whether it's one of the PBXs, the network, or a specific carrier), and optimize the overall
voice service.

Page 17 of 34


https://go.clearlyip.com/?utm_source=pdf
https://go.clearlyip.com/?utm_source=pdf

Cl@Of'ylp go clearlyip.com

Why Centralize Monitoring? In a multi-provider environment, you likely have disparate sources of
data: each PBX has its own call logs or CDR (Call Detail Records), each provider offers usage stats
or quality metrics on their portal, and network devices have their own performance counters.
Manually collecting and correlating this information is cumbersome. Centralized monitoring means
aggregating key metrics and events into one pane of glass. This can be achieved through
specialized VolP monitoring tools or general network management systems extended for voice.

Key Metrics and Data to Monitor: We've already identified quality metrics like latency, jitter, and
packet loss which directly affect call quality. These can be actively measured using synthetic calls or
probes. Some tools (e.g., Cisco Prime Collaboration, SolarWinds VolP Monitor, or open-source
Homer SIP Capture) can gather call quality statistics via CDRs or RTCP XR reports from phones,
giving you MOS scores and packet loss per call. Tracking these over time per provider can reveal if
one carrier consistently has quality issues to certain destinations. Also monitor:

¢ Trunk Registration/Options Status: If using SIP registration for trunks, monitor that each trunk
is registered and alert if it drops. If using IP authentication, configure SIP OPTIONS pings from
your SBC to each provider's SIP server to monitor reachability (most SBCs/PBXs do this). Loss
of OPTIONS responses should generate alarms.

e Concurrent Call Usage and Capacity: Track how many calls are active on each provider trunk
and each PBX. This helps in capacity planning and in noticing unusual spikes (which could be
fraud or a misconfiguration causing loops). If one provider suddenly has O calls during a busy
period, that might indicate an outage on that trunk.

e Call Success and Failure Codes: By examining CDRs and SIP response codes, you can
calculate metrics like Answer-Seizure Ratio (ASR) or call failure rates per provider. For instance,
if Provider A starts rejecting calls with “503 Service Unavailable,” you'll see call failures
increase. A centralized log or CDR analysis system can automatically flag when call failures to a
certain carrier exceed a threshold.

e Call Setup Time: Measure post-dial delay by provider. If calls via Provider B are taking much
longer to connect than those via Provider A, it could indicate an issue in routing (maybe an
upstream carrier issue).

e Voice Quality per Call: If using modern IP phones or softphones, many report quality metrics at
call end (like packet loss %, jitter, MOS). Feeding these into a monitoring system can allow per-
call quality tracking. If you notice, for example, all calls via Provider X at a certain time had high
jitter, you can bring that data to the provider for troubleshooting.
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¢ Network Performance: Standard network monitoring of links (ping latency, interface errors,
bandwidth usage) on all relevant interfaces (WAN links to providers, LAN to phones, etc.). Also,
monitor the health of the SBCs/PBX servers (CPU, memory, etc.) because resource issues there
can affect call processing.

Tools and Technologies:

e SIP Analytics and Capture: Tools like Homer (SipCapture) or VolPmonitor can capture SIP
signaling and store call details and quality metrics. Deploying such a tool allows you to see end-
to-end call flows and drill down into any specific call to see which provider it went out, and what
SIP messages were exchanged. This is invaluable for troubleshooting complex scenarios (e.g.,
call fails on Provider A but succeeds on Provider B — you can compare the SIP traces).

e Network Monitoring Systems (NMS): Integrate your voice infrastructure into systems like
PRTG, Nagios, or Datadog. Many have VolP-specific sensors (like PRTG has QoS reflectors,
etc.). Even a simple SNMP setup that tracks trunk states and bandwidth can be very useful.

e Cloud Provider Dashboards: Don't forget the tools your carriers provide. For instance, Twilio,
Azure Communication Services, etc., offer real-time dashboards and even APIs to query call
records and quality. You might feed this data into your own system or at least use their alerts
(some providers can notify you of trunk down events or high failure rates).

e Logging Aggregation: Ensure that all SIP equipment (PBXs, SBCs) send their logs to a central
syslog server or logging solution. This way, when an incident occurs, you can review logs from
around that timeframe across all devices together. It's helpful to have timestamps synchronized
via NTP on all systems for accurate correlation.

Troubleshooting Workflow: When an issue arises (say users report calls dropping or inability to
call a certain region), a well-instrumented environment lets you follow a process:

1. Identify Scope: Determine if the issue is affecting all users or just a subset (perhaps only calls
via one provider). Monitoring data might show one trunk having problems while others are fine.

2. Use Analytics: Check your call failure logs — are there specific error codes? (e.g., all failing
calls get a SIP 408 timeout — could indicate the provider not responding). Look at any quality
metrics — did jitter or latency spike on those calls?

3. Correlate with Network Events: See if any network link had issues at that time (maybe a WAN
link flapped, causing a momentary route failure).

Page 19 of 34


https://go.clearlyip.com/?utm_source=pdf
https://go.clearlyip.com/?utm_source=pdf

Cl@Of'ylp go clearlyip.com

4. Drill into Call Traces: For a specific failed call, examine the SIP ladder diagram. Did your SBC
send the call to Provider A and get no response? Or did it get a rejection? If a call dropped, do
RTP statistics show one-way audio before drop (could be firewall issue) or did the far end send
aBYE?

5. Isolate to Provider or Internal: Using the above information, decide if the problem lies with a
provider. For example, if calls via Provider A fail but via Provider B succeed, likely an issue with
A. At that point, gather evidence (timestamp, example call trace, numbers involved) and
escalate to the provider’'s support. Conversely, if both providers show issues, it might be your
internal network or SBC at fault.

6. Capture Live if Needed: If an intermittent issue, you might set up packet capture on the SBC or
use a span port to capture SIP/RTP during the problem period for deep analysis.

Analytics for Optimization: Monitoring isn't just for troubleshooting problems; it also provides
insights for optimization:

e By reviewing call patterns, you might notice certain trunks are underutilized — maybe you can
downgrade a contract to save cost.

e Analyze call failure reasons over a month. If one provider frequently has “486 Busy"” or "503
Unavailable” during certain hours, they might be running out of capacity — time to discuss an
upgrade or use the alternate provider more during those times.

e Quality analytics might show one provider’s calls consistently have slightly lower MOS than
another’s. This might factor into decisions on routing (you might prefer the provider with higher
quality for important call types, not just cost).

¢ |f you have SLA guarantees with providers (e.g., 99.9% uptime, or jitter below X), your collected
metrics are evidence to hold them accountable or claim SLA credits. For instance, if your
monitoring shows the trunk was down for 2 hours, you have data to present.

User Experience Monitoring: Consider implementing tools for synthetic transaction testing — for
example, periodically placing a test call that traverses each provider and measuring if it connects
and what the voice quality is. Some enterprises set up two automated endpoints (could be two PBXs
or two softphones) and have them call each other using different routes, then record the call and
analyze quality. This kind of proactive monitoring can catch issues before users do.
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Centralized Dashboard and Alerts: Ultimately, collate the critical metrics into a dashboard that IT
operations can watch. Set threshold-based alerts: e.g., trunk registration lost, or call success rate
drops below 80% in a 5-minute window, or MOS drops below 3.5 on average. Have these alerts
notify the on-call engineer via email/SMS. With multiple providers, also consider integrating any
provider outage notifications (some have email lists or APIs for status) into your system, so you get
immediately notified if, say, Provider B is having an outage (sometimes the provider’s status page
will update faster than you detecting it).

By investing in centralized monitoring and analytics, an enterprise ensures that despite the
complexity of multi-provider voice, the system remains transparent and manageable. Quick
detection and diagnosis of issues translates to higher uptime and better user satisfaction. Moreover,
the collected data supports continuous improvement of the voice network, guiding decisions on
capacity, provider choices, and network upgrades.

Vendor Management, SLAs, and Regulatory Compliance

Managing multiple PBX platforms and carriers isn't just a technical endeavor — it also involves
governance, contracts, and compliance considerations. This section discusses how to effectively
handle vendor relationships and service-level agreements (SLAs), as well as ensure adherence to
telecom regulations in a multi-provider environment.

Vendor Management: Each PBX vendor and each service provider is a partner you must manage.
Key practices include:

e Single Point of Contact and Escalation Paths: Maintain up-to-date support contracts and
contact information for all providers. Know how to quickly escalate issues. For example, if your
SIP trunk with Carrier X is down, you should know whether to call a 24x7 support line or use a
portal to open a ticket, and how to elevate if it's a critical outage. Document these procedures
for your NOC/help desk.

e Regular Service Reviews: Schedule periodic meetings with each provider’s account manager
or technical representative. In these, review performance reports (many providers can supply
monthly stats on uptime, call quality, etc.), discuss any chronic issues, and stay updated on new
features or changes. This also helps build a relationship that can be crucial when you need
urgent assistance.
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e Contract Clarity: Ensure you understand each provider's SLA commitments and your own
obligations. For instance, an SLA might guarantee 99.99% uptime with credits given for outages
beyond that — but you might need to formally request the credit within a certain time window.
Similarly, know the terms around support (some cheaper providers might have only email
support vs. others phone support).

¢ Change Management: When you make changes (like adding capacity, changing codecs,
upgrading PBX firmware), communicate with providers as needed. A minor PBX software
upgrade might inadvertently alter SIP behavior; giving a heads-up can enable the provider to
assist or watch for anomalies. Conversely, keep track of provider-side changes (like IP address
migrations, platform upgrades) so you can adapt your configurations accordingly.

If you are integrating multiple PBX vendors (say Cisco and Asterisk and Microsoft Teams Direct
Routing all in one environment), vendor management extends to those platform vendors as well.
Keep support agreements active for on-premises systems and know where to get expert help if
interop issues between different PBXs arise (sometimes requiring a consultant or a specialized
integrator familiar with both systems).

Service Level Agreements (SLAs): Voice is often mission-critical, so SLAs are important to enforce
reliability. Key SLA parameters to monitor and manage with providers include:

e Uptime/Availability: Typically expressed as a percentage. For example, 99.9% monthly uptime
allows about 43 minutes of downtime a month. Multi-provider setups can achieve higher
effective uptime by redundancy, but you should still expect each individual provider to meet
their SLA. Use your monitoring data to verify this.

e Voice Quality SLA: Some providers offer MOS or packet loss guarantees (especially for voice
over managed circuits). If so, ensure you can measure these. If a carrier consistently
underperforms (e.g., high latency routes that violate SLA), bring it to their attention with
evidence.

e Support Response Time: Defined in your contract (e.g., critical tickets response within 30
minutes). Test this occasionally with non-critical queries to see if they meet it. When a major
outage happens, you need them to respond fast.

e Capacity Commitments: If you have committed a certain number of channels/calls, ensure the
provider delivers that. If you routinely hit a cap, maybe an SLA breach, or time to increase the
contract. Some cloud carriers have elastic capacity but will still have a fair usage policy.
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Keep a provider scorecard internally — track incidents and SLA adherence for each. This can inform
decisions like renewing contracts or shifting traffic to more reliable carriers. It also provides leverage
in negotiations (e.g., if one carrier had multiple outages, you might negotiate better terms or backup
options).

Regulatory Compliance: Telecom is subject to various regulations that must be respected even in a
multi-provider setup:

e Emergency Services (E911): In the US and many countries, if you have VolP phones, you must
provide accurate location info for 911 calls. With multiple providers, you may, for example, send
911 calls to a specific provider that offers E911 service. It's imperative to configure each phone's
location in that provider's 911 database. Recent laws (like Kari's Law and RAY BAUM's Act in the
US) require direct 911 dialing and dispatchable location info — ensure your PBX and providers
are set up to comply (for instance, if using a cloud PBX for some users and an on-prem for
others, each needs correct 911 routing). Also, test 911 dialing periodically (in coordination with
PSAPs if possible).

o Lawful Intercept and Call Record Retention: Enterprises aren’t usually directly subject to
lawful intercept laws (those apply to carriers), but if you manage some telephony services you
might need to assist or at least ensure your carriers can comply with any legal requests. For call
recording, be mindful of laws like GDPR (if in EU) or various state laws on two-party consent -
multiple providers means your voice traffic might traverse or be stored in different jurisdictions.
Work with legal counsel to ensure contracts with providers include appropriate data protection
commitments if needed.

e Telecom Taxes and E-rate: If you're consuming services in multiple regions, ensure proper
handling of any telecommunications taxes, fees, or programs (some countries have
contributions or reporting requirements if you operate telecom systems, even internally).

e Privacy and Security Regulations: Industries like healthcare or finance have specific
guidelines (HIPAA, PCI-DSS) which may extend to voice if sensitive info is discussed. Using
multiple providers means you should verify each provider's compliance (e.g., do they offer
HIPAA Business Associate Agreements? Are their data centers compliant with relevant
standards?). If sensitive calls traverse them, encryption (as mentioned in Security) is a must.

e Numbering and Identity Regulations: Some regions require that calls present specific caller
IDs or that telemarketers follow certain rules. If your system dynamically chooses outbound
routes, ensure that any regulatory requirements about caller identity (like using a local presence

Page 23 of 34


https://go.clearlyip.com/?utm_source=pdf
https://go.clearlyip.com/?utm_source=pdf

Cl@Of'ylp go clearlyip.com

number) are respected. STIR/SHAKEN, as discussed, is both a security and regulatory mandate
now for carriers in the US — your multi-carrier usage should align with those rules to avoid call

blocking.

Disaster Recovery Compliance: In finance and other sectors, having a communications DR plan is
mandated. Multi-provider voice helps meet those requirements by providing alternate paths, but
make sure to document the DR strategy (e.g., “if Provider A fails, all calls route via Provider B within
1 minute”) and test it. Some compliance audits may ask for evidence of failover testing.

Vendor Neutrality vs. Lock-in: An advantage of multi-provider environments is avoiding lock-in to
one carrier. This can be leveraged to ensure competitive pricing and service. However, it can also
complicate compliance - e.g., if one provider has a compliance certification and another doesn't,
you might be limited in which users or calls can go via the non-compliant one. Align provider usage
with compliance needs (for instance, maybe send calls involving patient data only through a HIPAA-
compliant trunk provider).

Documentation: Maintain thorough documentation of your multi-provider environment: network
diagrams, trunk configurations, dial plans, contact lists, SLA details, compliance mappings (which
trunks handle 911, etc.). This not only aids in operations but also is useful during audits or when
training new staff.

In conclusion, effective vendor management and compliance oversight ensure that the technical
solutions you implement are backed by reliable service and adhere to legal obligations. Multi-
provider VolP can deliver great benefits, but it requires the enterprise to be an informed and
proactive customer: pushing vendors to meet their promises, using the flexibility of multiple options
to mitigate risks, and never losing sight of the rules that govern communications services.

Cost Optimization and Billing Reconciliation Practices

One of the motivations for managing multiple VolP providers is often cost optimization. By
leveraging competition and specialization (using each carrier for what it does best/cheapest),
enterprises can reduce telecom expenses. However, the flip side is increased complexity in billing
and cost management. Here we outline practices for optimizing costs and keeping billing in check.

Least Cost Routing (LCR) Implementation: As discussed under call routing, LCR is a primary tool
for cutting costs. Implementing LCR requires maintaining rate tables for each carrier — essentially, a
database of destination prefixes and the cost per minute (or per call) from each provider for those
prefixes. These rates can be quite granular (sometimes differing by country, mobile vs landline, etc.)
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and they change over time. Enterprises might use commercial LCR software or even simple
spreadsheets to update their dial plan when significant rate changes occur. In dynamic
environments, some opt for automated LCR: software that periodically downloads rate decks from
carriers and computes the optimal routing plan. However, it's worth noting the pitfalls of pure LCR
— chasing the absolute lowest cost route at all times can lead to frequent routing changes and
sometimes lower quality (the cheapest carrier for a destination might have congested routes or
poorer quality). Some providers may use aggressive least-cost routing themselves, leading to issues
(like calls taking long routes through multiple transit carriers). In fact, one VolP provider cautioned
that LCR can sometimes degrade quality and that buyers should be wary of providers who only
emphasize lowest price. A balanced approach is to define a set of “preferred carriers” that meet
your quality standards, then among those, choose the least costly. In other words, enforce a quality
threshold for any route to be considered.

Traffic Distribution and Commitments: Carriers often give volume discounts or require minimum
usage commitments. In multi-carrier setups, you may not give all your traffic to one provider, which
could cause you to miss out on volume tiers. To optimize, analyze your usage patterns:

e |t might be beneficial to consolidate certain traffic to one provider to hit a cheaper tier (e.g., if
one provider offers a big drop in per-minute cost after 100k minutes, you might aim to send at
least that many there, using another provider only for overflow or specific routes).

e Conversely, use competition: if providers know you have alternatives, they might be willing to
match rates to win more of your traffic. Periodically re-evaluate each provider’s rate cards and
negotiate — especially if market prices have dropped or if a competitor offers a promotion.

Billing Reconciliation: With multiple monthly invoices arriving, it's easy to lose track or to overpay if
there are errors. Implement a process to reconcile billing:

e CDR Reconciliation: Use your internal call detail records (from PBXs or SBCs) as a reference to
verify the carriers' bills. For example, sum up all minutes you believe you sent to Provider A for
each destination and compare to what they billed. Small differences are expected (a few
seconds rounding, etc.), but large discrepancies could indicate billing errors or unnoticed
issues (like calls looping). There are telecom expense management (TEM) tools that can
automate this matching if volumes are large.

e Spot-check Rate Application: Particularly after any rate change, pick a sample of calls to a
few destinations and ensure the per-minute rate on the invoice matches the contracted rate.
Human or system errors at the provider side can happen, especially if your contract has custom
rates.
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e Identify Anomalies: If one month's bill from Provider B jumps unexpectedly, dive into their
detailed usage reports. Perhaps a misconfiguration caused calls that should go via A to go via B
(thus costing more), or there was fraud. Early detection saves money.

¢ Allocate Costs Internally: If your organization does cost allocation by department or country,
multi-provider bills complicate it (since each bill might have calls from all departments). It may
be useful to tag calls by account or use separate trunks for separate divisions to simplify
mapping costs. Otherwise, you'll need to aggregate all providers’ CDRs and filter by
user/department to split costs — a task for either a TEM system or a custom script.

Hidden Costs — Don't Overlook: Multi-provider setups can introduce some hidden costs:

¢ Infrastructure Costs: Running your own SBCs, for example, has a hardware/software and
maintenance cost. This should be factored into the ROI of using multiple carriers vs. a single
cloud provider solution. In many cases it's worth it for large enterprises, but one should
periodically evaluate it.

e Support and Downtime Costs: If one provider is cheaper but less reliable, the cost in outages
(lost business, IT firefighting) might outweigh pure rate savings. Thus, cost optimization is not
just about per-minute rates, but also about overall value.

¢ International and Toll-Free Nuances: Some providers might have great domestic rates but
expensive international ones, or vice versa. Also, toll-free inbound numbers often incur per-
minute charges that vary by carrier. Make sure to optimize those as well — sometimes using a
specialized toll-free service for inbound and another provider for outbound makes sense.

Benchmarking and Tenders: It's good practice to benchmark your telecom spend against the
market. Consider running RFPs or tenders every couple of years where you ask multiple providers to
quote rates for your traffic profile. Even if you don’t want to switch, this information can be used to
get better deals from your incumbents. Multi-provider management means you can more readily do
pilot tests with a new provider without risking all your service — if a new vendor has great rates to
certain regions, you can test them by sending a small percentage of traffic and monitoring quality. If
they prove good, increase usage and use that leverage in negotiating with the old providers.

Cost Reporting: Develop internal reports that show costs per provider, per month, and ideally
broken down by category (e.g., international vs local vs mobile termination). This can highlight
trends — maybe Provider A's costs are creeping up because of surcharges or because more calls are
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going there than planned. It can also help justify the multi-provider strategy to management by
showing savings achieved (e.g., “Using Provider B for international saved us $X this quarter
compared to if all went via A").

Billing Issues: With multiple providers, there might be differences in billing increments (one bills per
second, another per minute, etc.) and in how they define peak times. Be aware of these as they can
affect costs. Also, currency differences if providers are in different countries — monitor exchange
rates or prefer being billed in your local currency if possible to reduce complexity.

Example of Cost Savings: A case study from WWT described an enterprise that was able to
significantly reduce costs by consolidating and load balancing SIP trunks across data centers. The
company had “too many SIP trunks, too many data centers and too much cost” By centralizing
trunking and using load balancing, they reduced the number of trunks needed while still serving
20,000+ users, thus cutting redundant capacity and negotiating better rates with fewer carriers. The
take-away is that simplification (not having unnecessarily duplicated resources) combined with
smart traffic engineering yields cost benefits — sometimes managing multiple providers can help
consolidate in this way by letting you pick the right amount of service from each.

In summary, cost optimization in a multi-PBX, multi-provider setup involves dynamic routing for
best rates, smart contracting, vigilant monitoring of bills, and continuous re-evaluation of the
telecom market. With diligence, an enterprise can leverage multiple carriers to drive down costs
while still meeting quality needs. Just ensure the overhead of managing these multiple relationships
is justified by the savings; if not, it might be time to simplify the mix. The strategies above aim to
maximize savings and eliminate wasteful spend (like paying for unused capacity or incorrect

charges) in a multi-provider environment.

Case Studies and Real-World Examples

To illustrate how these concepts come together, here are a few real-world inspired examples of
multi-PBX, multi-provider management in practice:

Case 1: Global Enterprise with Hybrid PBXs and Multiple Carriers — XYZ Corp is a multinational
with offices in North America, Europe, and Asia. They have a Cisco CUCM deployment in their main
US offices, but acquired a company in Europe that uses an Asterisk-based IP-PBX, and a branch in
Asia that is using a cloud PBX service. To integrate these, XYZ deployed a central SBC in their US
and European data centers. The Cisco and Asterisk systems are connected via SIP trunks to the
SBCs, and the cloud PBX (for Asia) is linked via a SIP trunk (BYOC) as well. This created a meshed
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network where any user can dial any other seamlessly, with the SBCs routing between systems. For
carriers, XYZ uses two global ITSPs for outbound calling: Carrier A primarily for US/Canada and as a
backup elsewhere, and Carrier B for international calls (Europe/Asia) primarily, chosen for its
competitive rates in those regions. During normal operation, about 70% of calls go through Carrier A
and 30% through B. They experienced a scenario where Carrier B's network had an outage for calls
to certain Asian countries — thanks to their routing plans, the SBC automatically shifted those calls
to Carrier A. Users noticed little disruption except perhaps a slight quality difference, and the NOC
was alerted of the carrier issue via monitoring. XYZ also integrated RingCentral's Cloud PBX for a
subset of users and used the RingCentral Cloud Connector to tie those users into the on-prem dial
plan (Source: ringcentral.com)(Source: ringcentral.com), so a salesperson using a RingCentral
mobile app could dial an internal 4-digit extension of a Cisco desk phone in HQ and vice versa. This
hybrid model allowed XYZ to gradually migrate some offices to cloud while keeping others on-prem
without losing connectivity. Key outcomes for XYZ Corp: 15% reduction in international call costs
through LCR, no major outages thanks to multi-carrier failover, and a smooth user experience across
diverse platforms, accomplished by applying the strategies of centralized routing, diligent
interoperability testing (Cisco-Asterisk interop tuned on the SBC), and strict QoS management over
their WAN.

Case 2: Call Center Company Optimizing Costs and Redundancy — ACME Call Centers operates
large contact centers in two cities, handling customer support for multiple clients. They manage
their own Asterisk-based dialers and use three SIP trunk providers to ensure high availability — two
domestic carriers for US calls and one specialized international carrier for overseas calls. Their
architecture uses an OpenSIPS proxy in front of a cluster of Asterisk servers to distribute outbound
calls across providers and centers. ACME implemented an advanced least cost routing system: their
OpenSIPS references a live rate database and chooses the cheapest route for each call out of the
three providers, with rules to failover if a call is not answered or rejected. By doing so, they saved an
estimated 20% on telecom costs year-over-year. However, they also encountered real-world
challenges: at one point, the cheapest carrier for certain international calls started giving poor
answer rates and call quality (calls would ring with no answer due to far-end routing issues). ACME
noticed the drop in Answer-Seizure Ratio (ASR) and MQOS for that carrier through their analytics.
They reacted by adjusting the routing policy to prefer the slightly more expensive carrier for those
routes, trading a small cost increase for improved customer call success. On the redundancy front,
ACME's setup proved its worth when a fiber cut caused one data center to lose connectivity; their
calls were automatically re-routed to use trunks out of the second data center and the proxy sent
calls only to the Asterisk instances in the healthy data center. They met their contractual SLA of
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99.99% uptime for clients even during this incident. ACME's case demonstrates the balancing act
between cost and quality and the importance of monitoring — the dynamic routing gave cost
savings, but human oversight and analytics were needed to fine-tune for quality.

Case 3: Merger Integration and Multi-Vendor PBXs — Two companies, each with their own PBX,
merge: one was using Avaya Communication Manager and the other using Microsoft Teams Phone
System. During the integration, rather than force one solution immediately, they implemented
interim SIP trunk integration. An AudioCodes Session Border Controller was deployed to interface
with Avaya on one side and a Microsoft Direct Routing trunk on the other. This SBC also connected
to both companies’ SIP trunk providers (each company had its preferred carrier). In the short term,
this meant the merged company had four trunk connections (Avaya to SBC, Teams to SBC, Carrier X
to SBC, Carrier Y to SBC). The SBC was configured to allow extension dialing between Avaya and
Teams users (mapping numbers accordingly) and to route outbound calls from either phone system
to whichever carrier was most appropriate (they gradually negotiated a global deal with one carrier,
but during transition they kept both). This setup revealed some interoperability nuances — for
example, Avaya used early media differently than Teams, causing a quirk where Teams users didn't
hear ringback in some scenarios. The SBC vendor provided a firmware update that addressed a
known SIP interop bug, which resolved the issue. Over six months, they migrated users off Avaya to
Teams, and eventually retired the Avaya PBX and one of the carriers. But during that period, the
multi-PBX, multi-carrier approach via an SBC allowed a phased migration with minimal user
impact. It also gave them leverage to test the new carrier's quality side-by-side with the old
carrier's; they found the new carrier had slightly better international call quality (likely due to newer
infrastructure), reinforcing their decision to consolidate carriers post-merger. This example
highlights how multi-provider setups can be temporarily leveraged to ensure business continuity
and gradual transition when unifying communications after mergers or major platform shifts.

Each of these scenarios underscores common themes: the need for strong architecture
(SBCs/proxies linking everything), careful planning of routing and failover, active monitoring, and a
willingness to adjust strategy based on data (be it cost or quality). Real-world implementations often
must adapt to unexpected events — a carrier outage, a quality issue, a business change — and having
multiple providers and PBXs gives both flexibility and complexity. The successful cases are those
where the organization invested in the tools and processes (as described in this report) to harness
that flexibility while mitigating the complexity.
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Conclusion

Managing multiple PBX VolIP service providers is indeed a challenging endeavor, but with the right
architecture and practices in place, it can greatly enhance an enterprise’'s communication resilience,
flexibility, and cost-effectiveness. By integrating on-premises, cloud, and hybrid PBX systems
through carefully planned SIP trunking architectures, organizations can create a unified
communications fabric that transcends individual platforms. Interoperability hurdles are addressed
through adherence to standards like SIPconnect and the deployment of session border controllers
or SIP proxies that normalize signaling between diverse systems (Source: sipforum.org). Call routing
is optimized via intelligent dial plans and least cost routing policies, ensuring each call takes the
most efficient and affordable path, while number management techniques (using E.164 formatting
and clear DID assignments) keep the complexity in check (Source: twilio.com).

Redundancy is woven throughout the design — from dual carriers for failover to duplicate SBCs and
network links — resulting in high availability and the ability to maintain service even during carrier
outages or system failures. At the same time, Quality of Service is maintained by applying network
prioritization and monitoring voice quality metrics against industry benchmarks (e.g., <150 ms
latency, <30 ms jitter) (Source: nextiva.com). Security remains front and center: multiple providers
are leveraged without compromising security through the use of encryption (TLS/SRTP), rigorous
access control, and proactive measures against fraud and abuse (like STIR/SHAKEN compliance to
protect caller ID integrity even across different carriers) (Source: cdn.neustar)(Source: cdn.neustar).

Crucially, successful multi-provider management relies on visibility — centralized monitoring and
analytics systems that give engineers a holistic view of the entire voice environment. By aggregating
data from all PBXs and carriers, IT staff can rapidly troubleshoot issues, pinpointing whether a call
failure lies with a provider, a network segment, or a PBX configuration. This visibility also feeds
continuous improvement, informing decisions about routing adjustments or provider re-selection in
light of performance and cost data.

From a governance perspective, we've seen that maintaining multiple providers demands diligent
vendor management: tracking SLAs, holding providers accountable with solid data, and ensuring
compliance with telecom regulations in every locale served. It also presents opportunities — whether
it's negotiating better rates by playing providers against each other or enabling seamless mergers
by temporarily running multiple systems in parallel. The case studies provided show that with
expertise and preparation, organizations have leveraged multi-provider setups to achieve significant
benefits like cost reductions, higher reliability, and smooth technology transitions (Source:

ringcentral.com).
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In conclusion, managing multiple PBX VolIP providers is a complex, yet rewarding strategy. It is akin

to conducting an orchestra of different instruments: success lies in following the score (standards

and best practices) while skillfully directing each player (providers and systems) to work in harmony.

With comprehensive planning, the right technical tools, continuous monitoring, and strong vendor

relationships, enterprises can turn a heterogeneous telephony environment into a robust, agile, and

efficient communications ecosystem that serves the needs of today's distributed, always-on

businesses.
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ClearlylP Inc. — Company Profile (June 2025)

1. Who they are

ClearlylP is a privately-held unified-communications (UC) vendor headquartered in Appleton, Wisconsin,
with additional offices in Canada and a globally distributed workforce. Founded in 2019 by veteran
FreePBX/Asterisk contributors, the firm follows a "build-and-buy" growth strategy, combining in-house R&D
with targeted acquisitions (e.g., the 2023 purchase of Voneto's EPlatform UCaaS). Its mission is to "design
and develop the world's most respected VolP brand" by delivering secure, modern, cloud-first
communications that reduce cost and boost collaboration, while its vision focuses on unlocking the full
potential of open-source VolP for organisations of every size. The leadership team collectively brings more
than 300 years of telecom experience.

2. Product portfolio

o Cloud Solutions - Including Clearly Cloud (flagship UCaaS), SIP Trunking, SendFax.to cloud fax,
ClusterPBX OEM, Business Connect managed cloud PBX, and EPlatform multitenant UCaaS. These
provide fully hosted voice, video, chat and collaboration with 100+ features, per-seat licensing, geo-
redundant PoPs, built-in call-recording and mobile/desktop apps.

e On-Site Phone Systems - Including CIP PBX appliances (FreePBX pre-installed), ClusterPBX
Enterprise, and Business Connect (on-prem variant). These offer local survivability for compliance-
sensitive sites; appliances start at 25 extensions and scale into HA clusters.

o |IP Phones & Softphones - Including CIP SIP Desk-phone Series (CIP-25x/27x/28x), fully white-label
branding kit, and Clearly Anywhere softphone (iOS, Android, desktop). Features zero-touch
provisioning via Cloud Device Manager or FreePBX "Clearly Devices" module; Opus, HD-voice, BLF-
rich colour LCDs.

¢ VoIP Gateways - Including Analog FXS/FXO models, VolP Fail-Over Gateway, POTS Replacement (for
copper sun-set), and 2-port T1/E1 digital gateway. These bridge legacy endpoints or PSTN circuits to
SIP; fail-over models keep 911 active during WAN outages.

o Emergency Alert Systems - Including CodeX room-status dashboard, Panic Button, and Silent
Intercom. This K-12-focused mass-notification suite integrates with CIP PBX or third-party FreePBX
for Alyssa's-Law compliance.

o Hospitality - Including ComXchange PBX plus PMS integrations, hardware & software assurance
plans. Replaces aging Mitel/NEC hotel PBXs; supports guest-room phones, 911 localisation, check-
infout APlIs.

o Device & System Management - Including Cloud Device Manager and Update Control (Mirror).
Provides multi-vendor auto-provisioning, firmware management, and secure FreePBX mirror updates.
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o XCast Suite - Including Hosted PBX, SIP trunking, carrier/call-centre solutions, SOHO plans, and XCL
mobile app. Delivers value-oriented, high-volume VolP from ClearlylP's carrier network.

3. Services

e Telecom Consulting & Custom Development — FreePBX/Asterisk architecture reviews, mergers &
acquisitions diligence, bespoke application builds and Tier-3 support.

o Regulatory Compliance — E911 planning plus Kari's Law, Ray Baum's Act and Alyssa's Law
solutions; automated dispatchable location tagging.

o STIR/SHAKEN Certificate Management - Signing services for Originating Service Providers, helping
customers combat robocalling and maintain full attestation.

o Attestation Lookup Tool - Free web utility to identify a telephone number's service-provider code
and SHAKEN attestation rating.

o FreePBX® Training — Three-day administrator boot camps (remote or on-site) covering installation,
security hardening and troubleshooting.

e Parther & OEM Programs - Wholesale SIP trunk bundles, white-label device programs, and
ClusterPBX OEM licensing.

4. Executive management (June 2025)

o CEO & Co-Founder: Tony Lewis — Former CEO of Schmooze Com (FreePBX sponsor); drives vision,
acquisitions and channel network.

e CFO & Co-Founder: Luke Duquaine - Ex-Sangoma software engineer; oversees finance,
international operations and supply-chain.

e CTO & Co-Founder: Bryan Walters — Long-time Asterisk contributor; leads product security and
cloud architecture.

o Chief Revenue Officer: Preston McNair — 25+ years in channel development at Sangoma & Hargray;
owns sales, marketing and partner success.

o Chief Hospitality Strategist: Doug Schwartz — Former 360 Networks CEO; guides hotel vertical
strategy and PMS integrations.

o Chief Business Development Officer: Bob Webb - 30+ years telco experience (Nsight/Cellcom);
cultivates ILEC/CLEC alliances for Clearly Cloud.

o Chief Product Officer: Corey McFadden - Founder of Voneto; architect of EPlatform UCaaS, now
shapes ClearlylP product roadmap.

e VP Support Services: Lorne Gaetz (appointed Jul 2024) - Former Sangoma FreePBX lead; builds
24x7 global support organisation.
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e VP Channel Sales: Tracy Liu (appointed Jun 2024) — Channel-program veteran; expands MSP/VAR
ecosystem worldwide.

5. Differentiators

e Open-Source DNA: Deep roots in the FreePBX/Asterisk community allow rapid feature releases and
robust interoperability.

o White-Label Flexibility: Brandable phones and ClusterPBX OEM let carriers and MSPs present a fully
bespoke UCaaS stack.

o End-to-End Stack: From hardware endpoints to cloud, gateways and compliance services, ClearlylIP
owns every layer, simplifying procurement and support.

« Education & Safety Focus: Panic Button, CodeX and €911 tool-sets position the firm strongly in K-12
and public-sector markets.

In summary

ClearlylP delivers a comprehensive, modular UC ecosystem—cloud, on-prem and hybrid—backed by a
management team with decades of open-source telephony pedigree. Its blend of carrier-grade
infrastructure, white-label flexibility and vertical-specific solutions (hospitality, education, emergency-
compliance) makes it a compelling option for ITSPs, MSPs and multi-site enterprises seeking modern,
secure and cost-effective communications.

DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the
accuracy, completeness, or reliability of its contents. Any use of this information is at your own risk. ClearlylP shall not
be liable for any damages arising from the use of this document. This content may include material generated with
assistance from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical
information independently. All product names, trademarks, and registered trademarks mentioned are property of their
respective owners and are used for identification purposes only. Use of these names does not imply endorsement. This
document does not constitute professional or legal advice. For specific guidance related to your needs, please consult
qualified professionals.
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